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Risks/Known
Vulnerabilities

Platform/0S SUN E3500 7 Solaris 26.1 http://ifap.ed.gov/dev_csb/new/home.nsf
Database n/a n/a n/a n/a
Transmission Protocol n/a TCP/IP n/a Meriden, CT |n/a Current
Middleware n/a n/a n/a n/a
IFAP Security Software n/a n/a n/a n/a

Platform/0S SUN E3500 7/ Solaris 26.1 http://www.unixsolutions.hp.com
Database Oracle 8l Release 2 http://www.dksystems.com/supt-technical-dbnotes-ora8i.html
Transmission Protocol n/a TCP/IP n/a Meriden, CT |n/a Current
Middleware n/a n/a n/a n/a
Security Software n/a n/a n/a n/a
Platform/QOS Microsoft Windows NT Server 4 n/a
Database n/a n/a n/a n/a

Intranet

Redesign Transmission Protocol | TCP/IP TCP/IP 2 Meriden, CT n/a 31-Oct-00

2.0
Middleware n/a n/a n/a n/a
Security Software n/a n/a n/a n/a
Platform/0OS SUN E3500/Solaris 26.1 http://www.unixsolutions.hp.com
Database Oracle 8i Release 2 http://www.dksystems.com/supt-technical-dbnotes-ora8i.html

ig?;;?sls Transmission Protocol  TCP/IP TCP/IP 2 Meriden, CT n/a 31-Oct-00
Middleware n/a n/a n/a n/a
Security Software n/a n/a n/a n/a
Platform/0S IBM 9672 / OS390 RB5/2.4 http://www.ed.gov/offices/OSFAP/sfatech/chs.html
Database IBM VSAM 24 http://knowledge.storage.ibm.com/vsam/vsaminfo/internal/infohome.shtml

CBS Transmission Protocol |IBM SNA-LU 6.2 Meriden, CT | http://www.networking.ibm.com/app/aiwconf/ovw/stsovw/stsovwe.htm Current
Middleware IBM CICS 4.1 http://www-4.ibm.com/software/ts/cics
Security Software CsC RACF 2.2 http://www.s390.ibm.com/products/racf/racthp.html
Platform/0OS IBM 9672-R35 / OS390 R35/2.8[1] http://iwww.s390.ibm.com/products/racf/iracthp.html
Database IBM DB2 4.1 http://www-4.ibm.com/software/data/db2/udb

CPS Transmission Protocol |IBM TCP/IP SNA-LU 6.2 Meriden, CT  http://www.networking.iom.com/app/aiwconf/ovw/stsovw/stsovwe.htm Current
Middleware IBM CICS 4.1 http://www-4.ibm.com/software/ts/cics
Security Software IBM RACF 2.2 http://www.s390.ibm.com/products/racf/racthp.html
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Platform/OS HP HP-9000/HP-UX 10.20 | T600/10.2 n/a

Database Informix Informix 7.31 http://www.tivoli.com/products/index/data_protect_informix

Transmission Protocol HP -Srﬁillp’ IPX/SPX, 3270 Meriden, CT http://www.networking.ibm.com/app/aiwconf/ovw/stsovw/stsovwe.htm Current
Unicenter TNG Event

Middleware CA Mgmt, Workload 2.1 n/a
Mgmt

DLCS . .

Security System CA Unicenter TNG 2.1 n/a

Platform/0S HP HP-9000/HP-UX 11.0 11 http://www.unixsolutions.hp.com

Database n/a n/a n/a n/a

. Meriden, CT

Transmission Protocol HP TCP/IP n/a n/a

Middleware n/a n/a n/a n/a

Security Software n/a n/a n/a n/a

Platform/0S HP HP-9000/HP-UX 10.20 http://www.unixsolutions.hp.com

Database Informix Informix 7.31[2] http://www.tivoli.com/products/index/data_protect_informix

T ission Protocol HP TCP/IP / /

ransmission Protoco n/a Meriden, CT n/a Current

Unicenter TNG Event

Middleware CA Mgmt, Workload 2.1, http://www.cai.com/unicenter
Mgmt

DLOS . .

Security Software CA Unicenter TNG 2.1 http://www.cai.com/unicenter

Platform/0S HP HP-9000/HP-UX 11.0 11 http://www.unixsolutions.hp.com

Database n/a n/a n/a n/a

. Meriden, CT

Transmission Protocol HP TCP/IP n/a n/a

Middleware n/a n/a n/a n/a

Security Software n/a n/a n/a n/a

Platform/0S IBM 9672/R35 / OS390 24 http://www.s390.ibm.com/products/racf/racthp.html

Database n/a IDMS n/a ) n/a

Transmission Protocol |n/a IP, NAS n/a Meriden, CT |n/a Current

Middleware n/a CICS n/a http://iwww-4.ibm.com/software/ts/cics

SEPTEMBER 29, 2000 16-16.1.2 APPENDIX B: 2



US DEPARTMENT OF EDUCATION SYSTEM TECHNOLOGY RISK MATRIX ITA DETAILED DESIGN DOCUMENT
STUDENT FINANCIAL ASSISTANCE VOLUME 5
SFA MODERNIZATION PARTNER SECURITY ARCHITECTURE

Risks/Known

Category Product Name Version Location Homepage Vulnerabilities
Security Software n/a RACF n/a http://iwww.s390.ibm.com/products/racf/iracthp.html
Platform/0OS Sun Sparc 1000/Solaris 2.X http://www.sun.com
Database Jukebox Custom - Code n/a n/a
FFEL Transmission Protocol |n/a TCP/IP n/a Meriden, CT n/a
Middleware n/a n/a n/a n/a
Security Software n/a n/a n/a n/a
Platform/OS Sun Sparc 1000/ Solaris 2.X
Database Informix Informix n/a Greenville http://www.tivoli.com/products/index/data_protect_informix
Transmission Protocol n/a TCP/IP n/a ™ ' n/a
Middleware n/a n/a n/a n/a
Security Software n/a n/a n/a n/a
S
un . Model 100 _ _
Platform/ OS Microsystem SPARC20/Solaris 7(2.6) http://www.ed.gov/databases/gils/data/gilsmde.html
s .
MDE Database n/a n/a n/a Meriden, CT n/a Current
Transmission Protocol Sun TCP/IP n/a n/a
Middleware n/a n/a n/a n/a
Security Software n/a n/a n/a n/a
Platform/QOS IBM 9672-0S/390 (MVS) 2.4 http://iwww.ed.gov/offices/OSFAP/sfatech/nsldsfag.html
Database IBM DB2 5.1 http://www-4.ibm.com/software/data/db2/udb
Transmission Protocol |IBM TCP/IP 3.2 Meriden, CT |n/a Current
Middleware Landmark | TMON/CICS 2 http://www-4.ibm.com/software/cics
NSLDS Security Software IBM RACF R4(2.2) http://www.s390.ibm.com/products/racf/racthp.html
Platform Compaq 1850R / NT 4 http://www.compag.com
Database n/a n/a n/a n/a
Transmission Protocol Microsoft Windows NT -SNA 4 Meriden, CT |http://www.yale.edu/pclt/ COMM/SNA.HTM
Middleware n/a n/a n/a n/a
Security Software n/a n/a n/a n/a
Platform/0OS HP HP9000 T600, HP/UX 10.2 http://iwww.ed.gov/offices/OSFAP/sfatech/peps.html
Database Oracle Oracle 7 7.3[1] http://iwww.dksystems.com/supt-technical-dbnotes-ora8i.html
. Meriden, CT Current
Transmission Protocol n/a TCP/IP n/a n/a
Middleware Oracle SQLNet 2.3.2[2] http://www.oracle.com
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PEPS Security Software Oracle Oracle 7/8 RDBMS 7.3 http://www.oracle.com
Platform/0S Compaqg Prolient 4000R /NT 4 http://www.compag.com
Database Oracle Oracle 7 7.3[1] http://www.dksystems.com/supt-technical-dbnotes-ora8i.html
Transmission Protocol n/a TCP/IP n/a Meriden, CT n/a
Middleware n/a n/a n/a n/a
. Listener, Oracle 7/8 2.3.2[2], o )
Security Software Oracle RDBMS 73 http://isis.web-eis.com/release.html
Platform /7 OS IBM 9672 / OS390 RB5/ 2.4 http://iwww.ed.gov/offices/OSFAP/sfatech/rfmsfag.html
Database IBM DB2 5.1 http://www-4.ibm.com/software/data/db2/udb
Transmission Protocol |IBM TCP/IP 24 Meriden, CT |n/a Current
Middleware IBM CICS 4.1 http://www-4.ibm.com/software/cics
Security System IBM RACF 24 http://www.s390.ibm.com/products/racf/racfhp.html
REMS Platform / OS Compaq 1850R / NT 4, SP5 http://www.compag.com
Database Microsoft SQL 6.5 n/a
Transmission Protocol Comp.uter IP/CoolGen 4 http://www.yale.edu/pclt/ COMM/SNA.HTM
Associates .
- Meriden, CT
Middleware n/a n/a n/a n/a
Microsoft /
Security System Computer NT Security / CoolGen 4.0, SP5 / 4.0 http://www.ntshop.net
Associates
Platform /7 OS IBM 9672 R44 / 390 MVS 2.7 http://iwww.ed.gov/offices/OSFAP/sfatech/t4wan.html
Database GEIS OPEN *net Proprietary lowa City, 10 /http://www.geis.com/geiscom/template jsp?page=1&id=12 Current
Transmission Protocol Various SNA 7/ LU6.2, SNI, FTP n/a http://iwww.yale.edu/pclt/ COMM/SNA.HTM
Middleware IBM CICS http://iwww-4.ibm.com/software/cics
Security Software IBM RACF 2.2 http://iwww.s390.ibm.com/products/racf/racthp.html
Platform /7 OS HP 9000 / HP / UX 10.2 http://www.unixsolutions.hp.com
TIVWAN |Database GE (ISAM) Proprietary n/a n/a
Transmission Protocol n/a TCP/IP n/a Meriden, CT |n/a
Middleware UNIX Standard UNIX Standard UNIX http://iwww.unixsolutions.hp.com
Security Software n/a n/a n/a n/a
Platform /7 OS Compag Proliant 1850R / NT 4 http://iwww.compag.com
Database n/a n/a n/a n/a
Transmission Protocol n/a TCP/IP n/a Meriden, CT |n/a
Middleware CA Unicenter n/a n/a
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Security Software n/a n/a n/a n/a
Platform/0S Digital l.;:\:/:/—\lpnd/upen 8400 http://www.compag.com
Database Oracle RDB 7 http://www.oracle.com/rdb
DLSS  Transmission Protocol |Digital TCP/IP, DECNet n/a Meriden, CT  http://www.compag.com Current
Middleware n/a n/a n/a n/a
Security Software CA CA-7,CA-1, RACF n/a http://iwww.s390.ibm.com/products/racf/racthp.html
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